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The online world can be exciting and inspiring. It has lots of opportunities to offer

young people. It is important to manage and minimise the associated risks.




What are the risks online?

4 ) 4 N [ )

Content Contact Conduct Commerce

o ) (& RN )

Don’t forget the benefits!




O Content

What children see online

harmful. This is true for content accessed and viewed via social media,
online games, streams and websites.

( o Some online content is not suitable for children and may be hurtful or

Live comments and chats alongside other content including videos,
streams and games can be hurtful, harmful or unreliable.

It's important for children to consider the reliability of online material
and be aware that it might not be true or written with a bias. Photos
and videos can also be edited or inaccurate.




[ Contact

Online communication

It is important for children to realise that new friends made online may
,o not be who they say they are and that once a friend is added to an

online account, you may be sharing your personal information with
them.

If you have concerns that your child is, or has been, the subject of
inappropriate sexual contact or approach by another person (including,

but not limited to, a request to meet up or a request for images/videos),

[? - REPWJ it's vital that you report it to the police via:
= Child Exploitation and Online Protection Centre (www.ceop.police.uk).




9 Conduct

Online behaviour & sharing

Children need to be aware of the impact that their online activity can have
on both themselves and others, and how other people may perceive them
because of what they say and do online.

It's easy to feel anonymous online and it's important that children are
aware of who is able to view, and potentially share, the information,
photos and videos that they may have posted.

When using the internet, it's important to keep personal information
(that could identify who they are) safe and not share it with strangers.




Commerce

Commerce - risks such as:

* Hacking
* inappropriate advertising

* In-app/in-game purchases

e Loot Boxes or virtual currency (V-Buck, Mine coins)

e Gambling

e Risk of malware on free-to-download games

e SCAMS: Phishing (email), vishing (voice calls) and smishing (text)
e Copyright infringement



Online bullying

Also known as 'cyberbullying' - takes place online or using technology.

Cyberbullying can happen in many different ways including
unkind messages or comments, the sharing of embarassing

photos or exclusion from group chats.

Children need to understand that their online actions can be just as
hurtful as offline actions and that seeking to deliberately hurt or
upset someone is always unacceptable.




Nudes and sexting

Sexting is taking and sharing a nude, partially nude or sexually explicit image or video.

If the person in the image is under-18 then it breaks the law. The Protection of Children Act
states that it is illegal to create, distribute or possess an indecent image of a child, including
images or videos taken by the child themselves (e.g. selfies).

The police take a common sense approach and are not seeking to criminalise young
people, but do have a duty of care if asked to investigate.

In the online world, content can get very far, very quickly and young people may lose
control of who else sees their image. Knowing an image has been seen by others can be
very difficult and traumatic for a young person to experience.

Sexting is a risk even for younger children. A child with access to a device, who can take a
photo and send it on, may not understand the possible consequences and just think
they're being funny.




u Advice on online contact and grooming

Discuss online friendship with your child - make sure they understand that a person
they've never met face-to-face is still a stranger. Discuss what kinds of information they
should avoid sharing with strangers.

Ensure they know they can come to you if they have any worries or concerns.

If you have an suspicions whatsoever about someone who is in contact
with your child online then report it to CEOP.

‘ CE9R

You will be shown how to report to CEOP later in this presentation.




v Advice on online bullying

Discuss online bullying with your child - teach the importance of online respect and
make sure they know they can talk to you if they have any worries or concerns.

If they are a victim of this type of behaviour:

Don't deny your child access to a device
or service. They may feel punished when
they're already the victim.

F] Do save the evidence

Al Doreportto your school/ the police

' .
Q Do use online tools to report and block [4 Don'tretaliate.

the perpetrator.




Advice on nudes and sexting

Discuss sexting with your child - ensure they know that once this kind of content gets out
there, it's very difficult to get it back and the consequences of this can be very upsetting.

Make sure they know they can talk to you if they have any concerns or worries.
Try to remain reassuring and non-judgemental.

With younger children, discuss which parts of their body should be kept private.

B Do seek advice from your child's ™ Do report to the Police or CEOP if you

school if you need further support. have any suspicions about the
involvement of an adult or think you

child has been coerced.




dialogue with your () Childnet it « P Tompop < Q
child is absolutely
key.

Parents & carers

Have a conversation

Advice and resources to help talk about life
online

A simple and effective way to get involved with your children and

Talk to them about
their internet use and e o e o

about their internet use parents can help children access the
amazing resources the internet has to offer whilst keeping them

Iet them knOW they safe online,
can ta Ik to yOU- Conversation starter ideas

childnet.com/parents-and-carers/have-a-conversation




Consider setting a
family agreement to
open discussion,

Establish boundaries
and your
expectations as a
EN

0 Chlldnet Teachers & professionals v Parents & carers +  Youngpeople v Q,

Resources

Parents and Carers Toolkit

Three resources that offer practical tips
and advice on different aspects of keeping
your child safe online.

They can help support perents and carers of any age child to:

Download the full Parent and Carer Toolkit here:

childnet.com/toolkit

3-7years T-years 11-14 years
14-18 years

Topics

Social media Grooming
Digital wellbeing  Online bullying




Filtering software
and settings can

help block

unwanted content.

Look at filters on
individual devices
and from mobile &
internet providers

.
internet
matters.org SkY

Parental Controls

Give your child a safe space to explore their curiosity online.

Our step by step guides will help you to set up the right
controls and privacy settings on the networks, gadgets,
apps, and sites they use to give them a safer online
experience,

roadband & mobile networks

Select the device from the dropdown list

Select the device from the dropdown list

internetmatters.org/parental-controls/




Familiarise yourself
with safety and privacy
settings on the
services your family
USes.

Learn how to report,
block and mute other
USers on games and
social media.

Resources

() Childnet

Help and Advice

How to make a report

Reporting advice for adults and young
people. Find out how to report on popular
online services.

Most services have rules about what kind of content is allowed on
the site. Making a report is a way of alerting them that someone
or something has broken these rules,

What can | report?

Teachers & professionals +

Blog Whoweore Whotwedo What you can do

Parents & carers v Young people v Q

In this page

childnet.com/how-to-report




Consider setting up
a shared family
email address.

Your child can use
this when signing up
to new services.

Encourage your
child to always
'think before you
post'

Lead by example and
discuss the content
you share on social

media too

Give your child
strategies to deal
with content they
don't want to see

For example,
speaking to you or
turning off the device
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M a I n a re 0 rt n We use your feedback to help us learn when
something isn' right.

Nudity  Violence  Harassment

Look out for these symbols on the post,

comment or user profile you want to report Selisorseiiey (fasenem | | Span Choose a

Unauthorised sales  Hate speech reaso n fo r

# . L]
reportin
& m— ° Terrorism  C, Something else p g
- [ ] O
Choose a reason for reporting this post: @

I just don't like it >
Report video < Report
o Nudity or pornography >
000
Let us know!
rovide o Hate speech or symbols
Racist, homophobic or sexist slurs ’
Violence or threat of violence
Graphic injury, unlawful activity, dangerous or crimina >
arganizations
P — 250 n . B L ' x Sale or promotion of firearms >
Sale or promotion of drugs >
L] . L]
Fill out the form with as much detail as .
Harassment or bullying >
L] (]
possible and press send to inform the . »
ellectual property violation N

Copyright or trademark infringement

nlatfarm'c cafatv team



Follow up inadequate responses to reports on other services here:

TR
CONTENT eport vice

We can help you report:

© 06 A

Bullying or Self Harm or Suicide
Threats Impersanation Harassment Content

© ©

Online Abuse Violent Content Advances Content

Unwanted Sexual Pornographic

If you or the person you are helping is in immediate danger please contact the police dialling 999

o Action Countars Terrorism: i you've seen Illlr“pk of sexusl images
mething online that
ACT &=z s sl il IWF
glorifies terrorism, repart it here, ine directly to the Intermet Watch
Foundation

Report Terrorist Activity Report Child Sexual Abuse Imagery

reportharmfulcontent.com



Report any suspected grooming to CEOP:

Child Exploitation and Online Protection command

%

Quick exit

Are you worried about online sexual abuse
or the way someone has been
communicating with you online?

Make a report to one of CEQP's Child Protection Advisors

Should | make a report
to CEOP? =

Ifyou're worried about online abuse or
the way someone has been
communicating online, let CEOP know.

@],

ceop.police.uk

What happens when |
make a report? =
One of our experienced Child Protection

Advisors will be there to make sure you
get the help that you need.

Make a report 7

How can CEOP help
me? =

Online abuse affects many children and
young people every day, CEOP has

helped thousands of people in need of
support.




Young people can report their nude image being shared online here:

Childline Call 0800 1111

ONUNE, ON THE PHONE, ANYTIME

childline.org.uk/report-remove



Report child sexual abuse content to the Internet Watch Foundation

Select Language ¥ | Fundraising Resources Contact Members Area  Login

@ IWF Report criminal content HERE )

Internet
Watch What wedo  Ourservices Become a Member

Foundation

News & Media 0

TR
You can anonymously and confidentially report: M@ # % & z, e
badl

Child sexual abuse content STy

Non-photographic child sexual abuse images ~ ®SSR S84 &
2,41k

Report criminal content HERE (§)) f7 44

iwf.org.uk



What we're doing in
school to tackle online
safety issues...

&



Termly Internet Safety Lessons as part of
both the Computing and PHSE curriculum

Internet Safety Day

Revisiting with PHSE Lessons when we
notice any issues arising

Monitoring systems (OnGuard) in place on
all school computers, laptops and tablets

Online Safety Safeguarding Training

Filtering System - NetSweeper



Our DSL Team

“The designated safequarding lead should take lead
responsibility for safequarding and child protection (including
online safety).”

KCSIE 2023

Christian Jo Apps — Adam Smiley Polly Long - Katie
Kelly-DSL Governor SL - DDSL DDSL Green-
DDSL

Kent

County

Councll

kent.gov.uk




Filtering and Monitoring

Cv)netsweeper




wavenet

education

D

ACCESS TO THIS WEBSITE IS DENIED

WHY ACCESS IS DEMNIED:
The site you have chosen has been categorized as: Real Estate
URL: https: //www.zoopla.co.uk/

Show Dretails...

ontact Wavenet Support if you require access to this site.
Email: ESSupportl @wavenet.co.uk
Telephone: 02039 581395

Change your filtering_profile

[

netsweeper
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Filtering and Monitoring

Dashboard

USERS

Q, search Users

GROUP
[] nsw_pupils@886-3328
[] nsw_staff@886-3328

["] Sserver@886-3328

00

TOTAL

Events

P1 events by user

a0

OPEN

-

-

AO

ESCALATED

-

Events by category

[ 14/01/2025 to Today

o -E Print

v
0 v 0 a0
CONTACTED RESOLVED DISMISSED
Events by %
No Events By %

There are no events to display
for the current date range.

Group events by Least =

Kent

County

Council
kent.govuk




Filtering and Monitoring

< Back Open - @ & 10/01/2025, 3:45pm  Bwhite - View Activity Log Export =

iy . Details

Kiiow Ml - Soewy @ 5 o [ o | @

= Event # 25562 Remote Address 194.80.21.67
User Bwhite - URL N/A
Group nsw_staff@886-... Program SnippingTool.exe
Date 10/01/2025 Workstation hp-301483
Time 3:45:44pm Type keyword
Policy nsw_staff@886-...
Notes
Error on text identification. Cut off of screen mistaken for foul Ianguage.|

Text Detected

Snipping Tool o x fal & 9 bright bushy fluffy soft spik IL piky ta thin whi

Kent

County

Council
kent.gov.uk

kent.govuk




Start on a positive note...

4 What do you like A
most about the
internet and why?

Whats your favourite
game/app/site? /L
-

/ Do you like to be creative onling? \
What have you created?

(It could be anything from a picture or
video fo creating their own games, sites

\ or apps.)

The internet offers
brilliant opportunities for
making connections with
others. Who do you like
to keep in touch with
online and what apps/-
services do you use?



Keep the conversation going...

~N

Do you have any
tips for how to be
positive and show

respect onling?
J

-

How might you know if you are

using the internet/technology
too much?

y

Do you know where to go for
help, where to find safety
advice and how to use safety
tools on your favourite apps
and games?

What could you do if someone
online is making you or
someone you know feel

worried or upset?

4 How does the
internet make you
feel? Do different

apps/games makes

N

ou feel differently?

Help me!
Can your child show you how to
do something better/safer online?




